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User membership determination method in organization, involves requesting digital rights management 
server to query directory of specific network forest to determine whether user is member of group 
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Alerting Abstract US A 1 

NOVELTY - A directory of a network forest is queried by a first digital rights management server to return 
information on the group. A second server is requested to query directory of another forest for determining whether 
the user is a member of group. The request for digital content usage license from the user is granted by the first 
server based on response indicating that the user is the group member, from second server. 

DESCRIPTION - An INDEPENDENT CLAIM is also included for computer readable medium storing instructions 
for determining user from organization is member of group. 

USE - For determining whether user from organization e.g. office or corporation is member of group within 
organization, in digital rights management (DRM) system used to render digital content such as digital audio, digital 
video, digital text and digital multimedia data according to use or license terms. 
ADVANTAGE - Allows controlled rendering or playing of arbitrary forms of digital content. 
DESCRIPTION OF DRAWINGS - The figure shows a flow diagram explaining operation of digital rights 
management server. 
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Digital rights management feature information provision method for mobile phone, involves transmitting 
reference to listings or listings of digital rights management feature to content provider 
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Alerting Abstract EP A2 

NOVELTY - A reference to listings or listings of digital rights management (DRM) feature supported by different 
digital rights management schemes related to electronic communication device e.g. mobile phone (10), of which one 
listing is remotely associated with mobile phone. The reference is transmitted to the listings or the listings are 
transmitted to a content provider (16). 

DESCRIPTION - INDEPENDENT CLAIMS are also included for the following: 



1. method of generating rights objects for provision to electronic communication device; 

2. electronic communication device; 

3. system for managing digital rights; 

4. content provider for generating rights objects to electronic communication device output; 

5. computer program product for providing information about supported digital rights management feature of 

electronic communication device; 

6. computer program product for generating rights for provision to electronic communication device; 

7. computer program element for generating rights objects for provision to electronic communication device; and 

8. computer data signal for providing information about supported digital rights management feature of electronic 

communication device. 

USE - For providing information about supported digital rights management feature of electronic communication 
device e.g. mobile phone, communicator, electronic organizer, smart phone, palm top compute^ laptop computer, 
personal computer (PC) using communication network e.g. cellular network. 

ADVANTAGE - Allows conversion of content rights from one digital rights management (DRM) scheme or another 
DRM without unduly burdening a content provider. Provides a higher degree of freedom of where the content is 
used while ensuring that interest of the content provider are safeguard. Avoids the need for the content provider to 
keep the track of what features the DRM scheme. Allows automatic generation of right object according to DRM 
scheme while providing content to the user who needs to use the content with different schemes. 



DESCRIPTION OF DRAWINGS - The figure shows the block diagram of sending of request for content from the 

electronic communication device and delivery of the requested content from the content provider. 

10 mobile phone 

16 content provider 

35 request signal 

36,38 lists 

39 reply signal 
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Content data provision method in client-server applications, involves sending generated XML file having 
defined DTD format, license information and locator for content data to client 
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Alerting Abstract WO A2 

NOVELTY - A selection of content data requesting of license conditions information, from the client is received by 
license server. A XML file having defined document type definition (DTD) format, license information and locator 
for the content data, is generated, and transmitted to the client. The synchronized local license related data is sent 
from the client to the server. 



DESCRIPTION - INDEPENDENT CLAIMS are also included for the following: 



9. computer program product for content data provision; 

10. client system; 

1 1 . computer system; and 

12. server system. 

USE - For providing content data such as songs, video images, software and other digital media content, to client 
device such as personal computer, laptop computer, MP3 player, personal digital assistant (PDA) and mobile 
telephone over internet or wireless network. 

ADVANTAGE - The renewal of the license information is performed in response to corresponding request of the 
user, or it is triggered automatically when original license is expired, depending on the settings selected by the 
user. 

DESCRIPTION OF DRAWINGS - The figure shows the block diagram of the computer system. 
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Detailed Description: 

...number, security level configuration of content, management of content service site, license management, 
management of user's hardware ...so on. These function menu can be easily changed 1 0 for request of content 
provider and DRM administrator 134 may be serviced remotely through internet web site. 

Fig. 23 is picture image of the registrating function of viewer programs in DRM administrator program. If 

content provider selects viewer menu on DRM administrator 134, the list of authenticated viewer program for 
content service will be displayed. Referred to image, viewer list registered on DRM server is such as Windows 
Media Player 7.01, Acrobat Reader 4.0, Active Tutor, Alkion viewer, Live Share, Quick Time Player, etc. Therefore 
application program without registration at DRM server is not allowed for content protection, 2 0 since there are 

high dangers of hacking of digital content. In addition, it is very convenient to register and manage the viewer 

list on DRM server. 

Addition of new program can be easily executed by simple registration process. 



By using unique.. .by DRM system. Because GVA has a check function of file size, DRM controller of client system 
must have an additional compensation function for different file size. 

If content provider selects a 'viewer registration' menu on DRM 

administrator 134, content provider can easily register new application program as viewer. On the image of viewer 
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Detailed Description: 

...a network operator (such as a cable television system operator) to interface with multiple content providers 
having disparate DRM schemes, while maintaining a consistent DRM scheme on the operator's network and the 
consumer devices the content to a second "native" DRM scheme which is compatible with the consumer device 
that has requested the content, before delivery of the requested content the present invention includes a DRM 



proxy device 120 for receiving content incorporating an original DRM scheme from a content provider 52 over a 
first network (e.g., external network 20). Although the Figure shows only content provider 52 as having DRM 
capabilities, those skilled in the art will appreciate that there may be a multitude of content providers, each having 
different DRM scheme. 

A processor 1 10 is provided for converting the original DRM scheme to a native DRM scheme which is 
compatible with a consumer device 200 used to process the content. The content is then securely... 
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Claims: 

...37 A method of distributing electronic books over a computer network, the method 
comprising:, t ransmitting user interface instructions to a publisher's network client in response to an HTTP 
(HyperText Transfer Protocol) request received frorntne client, the user interfacelnstructions providing a web-page 
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